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Integrating HR and IT to 
mitigate risk and deliver 
process efficiencies

Active 
Directory 
connector
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Key features
Configure the AD Connector to ensure automated processes meet your 
organisation’s individual requirements:

	��� Automated AD updates to ensure systems are kept up to date

� 	��� Take relevant actions on AD accounts based on dates in your Ciphr HR 
system (start dates, leave dates or other key dates)

	���� Automatically generate email addresses/mailboxes for new starters

� 	��� Establishes two-way data feed between AD and our HR software

� 	��� Take customised action using the AD service based on data within your 
Ciphr HR software, such as job role or department, to match your 
existing policies

� 	��� Automatically notify IT via email whenever a change to an employee 
record may require management or an update

HR and IT teams can work together seamlessly at all stages 
of the employee lifecycle with Ciphr’s Active Directory (AD) 
connector. By syncing HR and IT system data, this config-
urable service reduces the need for manual intervention 
during the employee onboarding and offboarding stages – 
ensuring system access is always up-to-date, and that your 
organisation’s information is secure. 

With tighter synchronisation of data and strong integrations 
between HR and IT systems, Ciphr’s AD Connector allows 
HR to assist IT with user creation when a new starter joins, 
making sure that all accounts are valid and automatically 
running the IT deactivation process for each leaver.

Overview

Sync HR and IT data automatically 
with Active Directory connector

Active Directory connector

Key benefits 
	� Streamlines and improves workflows

	� One centralised source of information – saving time for both HR and 
IT teams

	� Cloud-based configuration supports simple and efficient disaster 
recovery

	� Ensures better data integrity through consistently updated and 
accurate information 
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