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The General Data Protection Regulation (GDPR) will significantly change how 
organisations across the EU collect, store and process data. It will usher in a new era of 
data protection and privacy, requiring organisations to systemically and systematically 
strengthen their data collection and storage processes.  

Many organisations are rightfully concerned about the impact the GDPR will have on 
their businesses. But they’ve had a long time to get their proverbial ducks in a row; the 
regulation came into force 18 months ago, and it’s only from 25 May 2018 that 
organisations will face penalties for non-compliance.  

And these penalties will be tough; analysis by NCC Group, a cyber security firm, 
suggests that fines for data breaches issued by the Information Commissioner’s Office 
(ICO) in 2016 would be 79 times greater if issued under GDPR.  

But a high proportion of UK  
companies aren’t ready. Less than a  
third (29%) of UK companies  
surveyed by YouGov in May 2017 —  
one year before the regulations come 
into force — said they had begun to  
prepare for the GDPR. Nearly  
three-quarters (71%) said they were  
unaware of the GDPR fines.  

Most worryingly, more than a fifth  
(22%) of UK companies said that  
GDPR won’t apply to them because  
they don’t handle customer data —  
when in fact the regulations also apply 
to all data organisations collect and  
hold about their employees, including 
payroll and pension records.  

Countdown to GDPR 

January 2012 – European Commission 
proposed its EU data protection reform 
December 2015 – the EU Parliament, 
Council and Commission reached 
agreement on new data protection 
rules 
April 2016 – the GDPR was formally 
approved by the EU Parliament  
May 2016 – the regulation comes into 
force with a two-year grace period 
25 May 2018 – the GDPR applies in all 
EU states. Organisations must be 
compliant with the regulations by this 
date, and it will continue to apply after 
the UK exits the EU  

https://www.theregister.co.uk/2017/04/28/ico_fines_post_gdpr_analysis/
https://teiss.co.uk/information-security/uk-businesses-not-ready-gdpr/
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Key changes to UK data protection law because of GDPR include: 

• More stringent control of what constitutes unambiguous, informed consent.
Consent cannot be assumed and can be freely withdrawn

• Enhanced rights for data subjects, including: rights of data erasure, correction of
inaccurate data, and removal from digital marketing; the right to require transfer
of personal data to another service provider; and the right to be notified of data
breaches in certain circumstances

• New accountability measures, including privacy impact assessments, and the
mandatory appointment of data privacy officers in certain organisations

• Organisations must report data breaches to the ICO within 72 hours if a breach
may risk the rights and freedoms of individuals

• Severe fines will be imposed on organisations who do not comply with the GDPR

The maximum fine (whichever is the higher) for the most serious violations of the 
GDPR.  

Source: ICO 

https://iconewsblog.org.uk/2017/08/09/gdpr-sorting-the-fact-from-the-fiction/
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Data subject — ‘an individual who is the subject of personal data’ 

Data controller — ‘a person who (either alone or jointly or in common with other 
persons) determines the purposes for which and the manner in which any personal 
data are, or are to be, processed’. A controller may be an individual, organisation, or 
other corporate and unincorporated bodies of persons 

Data processor — ‘in relation to personal data, means any person (other than an 
employee of the data controller) who processes the data on behalf of the data 
controller’  

Personal data — ‘data which relate to a living individual who can be identified a) from 
those data, or b) from those data and other information which is in the possession of, 
or is likely to come into the possession of, the data controller’. Under GDPR, this may 
include information such as IP addresses and mobile device IDs 

Sensitive personal data — ‘personal data consisting of information as to a) the racial or 
ethnic origin of the data subject, b) his political opinions, c) his religious beliefs or 
other beliefs of a similar nature, d) whether he is a member of a trade union, e) his 
physical or mental health or condition, f) his sexual life, g) the commission or alleged 
commission by him of any offence, or (h) any proceedings for any offence committed 
or alleged to have been committed by him, the disposal of such proceedings or the 
sentence of any court in such proceedings’ 

Source: Data Protection Act, ICO 
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The ICO recommends as good practice that organisations should try to give individuals 
remote access to a secure self-service system so they can access and update their own 
information.  

Many of Ciphr’s in-built functions can help you comply with the new data protection 
legislation. Our self-service functionality means employees can access and update 

their personal information, meeting a key requirement of the new legislation. Ciphr is 
also developing a number of tools to help our clients comply with the new regulations 
efficiently. 

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/individuals-rights/the-right-of-access/?q=best+practice
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As a trusted processor of our customers’ data, Ciphr has taken many steps to ensure 
that our procedures and systems are fully compliant with the GDPR: 

• Appointed a head of information security
• Run training and awareness sessions for employees across the business
• Ensured all customer databases meet encryption requirements
• Conducted audits to confirm that our data and documentation are GDPR 

compliant

• Renewed our ISO 27001:2013 accreditation
• Put in place a protective monitoring solution
• Reviewed our policies and procedures to measure compliance with the GDPR
• Engaged the services of several external CREST-accredited penetration testing 

organisations to confirm the resilience of the Ciphr SaaS environment
• Invested in accredited external training so we have certified GDPR practitioners 

in our organisation

About Ciphr is a UK-based HR software company that creates, delivers and 

implements cost-effective HR systems that help organisations attract, engage and 
retain their workforce more effectively.  

Our self-service SaaS HR system enables employees to manage their own data, helping 
busy HR teams to reduce costs, streamline processes and improve communications 
with staff. It’s backed by an experienced service and support team, with vast amounts 
of knowledge to bring to your HR software project.  

So if you want to spend more time adding strategic value, and less time on admin, call us 
on 01628 814 242 or email sales@ciphr.com. 

The information contained in this briefing paper is for general information purposes only. Ciphr makes no representations or 
warranties of any kind, express or implied, about the completeness, accuracy, reliability or suitability of the information contained 
herein. The information set out herein is NOT legal advice and any reliance you place on such information is therefore strictly at 
your own risk. You are strongly recommended to obtain your own legal or other expert advice in connection with the subject of 
this briefing paper. In no event will Ciphr be liable for any loss or damage including without limitation, indirect or consequential 
loss or damage, or any loss or damage whatsoever arising from or in connection with, your use of the information contained 
herein.
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